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DETAILED ACTION 

The instant application having Application No. 10/573925 is presented for 
examination by the examiner. Examiner acknowledges applicant election to claims 1- 
52. Claim 53 has been canceled. 

Priority 

Acknowledgment is made of applicant's claim for foreign priority under 35 U.S.C. 
1 19(a)-(d). The certified copy has been received. 

Drawings 

Figures illustrating that which is old should be designated by a legend such as -- 
Prior Art--. Several of the figures such as 1-3, are believed to be only illustrating prior 
art. However, all figures need this label if they do not show something new of 
Applicant's invention. Applicant is encouraged to inspect all of the remaining figures 
and label them accordingly. See MPEP § 608.02(g). Corrected drawings in compliance 
with 37 CFR 1 .121(d) are required in reply to the Office action to avoid abandonment of 
the application. The replacement sheet(s) should be labeled "Replacement Sheet" in the 
page header (as per 37 CFR 1 .84(c)) so as not to obstruct any portion of the drawing 
figures. If the changes are not accepted by the examiner, the applicant will be notified 
and informed of any required corrective action in the next Office action. The objection to 
the drawings will not be held in abeyance. 
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Specification 

The disclosure is objected to because it contains an embedded hyperlink and/or 
other form of browser-executable code. Applicant is required to delete the embedded 
hyperlink and/or other form of browser-executable code. See MPEP § 608.01 . 



Claim Rejections - 35 USC § 101 

35 U.S.C. 101 reads as follows: 

Whoever invents or discovers any new and useful process, machine, manufacture, or 
composition of matter, or any new and useful improvement thereof, may obtain a patent therefor, 
subject to the conditions and requirements of this title. 

Claims 45-52 are rejected under 35 U.S.C. 101 as directed to non-statutory 
subject matter of software, per se. The claim lacks the necessary physical articles or 
objects to constitute a machine or manufacture within the meaning of 35 U.S.C. 101 . It 
is clearly not a series of steps or acts to be a process nor is it a combination of chemical 
compounds to be a composition of matter. As such, they fail to fall within a statutory 
category. It is at best, function descriptive material per se. Claims 45-52 lack the 
necessary requirements for computer readable medium and computer programs to 
become statutory. Specifically, computer readable medium must have computer 
instructions embodied thereon, which cause a computer to execute the instructions. 
The computer must be present in the claim and executing the instructions because 
without said computer the computer readable medium and program cannot perform any 
function. 
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Descriptive material can be characterized as either "functional descriptive 
material" or "nonfunctional descriptive material." Both types of "descriptive material" are 
non-statutory when claimed as descriptive material per se, 33 F.3d at 1360, 31 USPQ2d 
at 1759. When functional descriptive material is recorded on some computer-readable 
medium, it becomes structurally and functionally interrelated to the medium and will be 
statutory in most cases since use of technology permits the function of the descriptive 
material to be realized. Compare In re Lowry, 32 F.3d 1579, 1583-84, 32 USPQ2d 
1031, 1035 (Fed.Cir. 1994). 

Merely claiming non-functional descriptive material, i.e., abstract ideas, stored on 
a computer-readable medium, in a computer, or on an electromagnetic carrier signal, 
does not make it statutory. See Diehr, 450 U.S. at 185-86, 209 USPQ at 8 (noting that 
the claims for an algorithm in Benson were unpatentable as abstract ideas because 
"[t]he sole practical application of the algorithm was in connection with the programming 
of a general purpose computer."). See MPEP 2106.01 [R-6]. 

Claim Rejections - 35 USC §112 

The following is a quotation of the second paragraph of 35 U.S.C. 112: 

The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 

Claims 1-52 are rejected under 35 U.S.C. 112, second paragraph, as being 
indefinite for failing to particularly point out and distinctly claim the subject matter which 
applicant regards as the invention. 
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Claims 1-52 are replete with improper antecedent basis. For example claim 1 , in 
the next to last limitation, recites "the third encryption". It is believed to mean the third 
encryption key. This error shows up in the other independent claims which share this 
same limitation with claim 1 . Similarly, many of the problems are duplicated in the 
parallel claims. Another example is in claims 13, 23, and 26, where encryption means 
is defined twice in each claim. The dependent claims are likewise rejected for being 
dependent of rejected claims. Examiner advises Applicant to carefully check each claim 
for similar problems which have likely arisen from being a translation from a foreign 
application. Appropriate correction is required. 

As per claim 17, it is unclear what is being encrypted by each key in the last 
limitation. The phrase "the encrypted and bus-encrypted content information" lacks 
antecedent basis as well. 



Claim Rejections - 35 USC § 102 

The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public 
use or on sale in this country, more than one year prior to the date of application for patent in the United 
States. 
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Claims 1-52 are rejected under 35 U.S.C. 102(b) as being anticipated by USP 
Application Publication 2002/0015494 to Nagai et al., hereinafter Nagai. 

As per claims 1 , 29, 45, and 49, Nagai teaches an system, method, 
program, and computer readable medium for having a record and reproduction 
apparatus [DVD drive] that reads information from a record medium and records 
information thereto, and an information process apparatus [CPU] to which the record 
and reproduction apparatus is connected through transfer means [bus], content 
information being encrypted according to a content information encryption method using 
a first encrypted key [master key] managed by a management mechanism, a second 
encrypted key [disc key] unique to the record medium, and a third encrypted key [title 
key] generated whenever information is recorded, the content information being 
recorded to the record medium [DVD] (0049-0050), 

wherein the record and reproduction apparatus comprises: 

storage means for storing the first encrypted key (0055), 

second encrypted key decryption means for reproducing the second encrypted 
key encrypted and recorded on the record medium and for decrypting the second 
encrypted key with the first encrypted key (0054), 

third encrypted key generation means for generating the third encrypted key 
(0050, 0054), 

encryption means for encrypting the third encrypted key with the decrypted 
second encrypted key (0054), 
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authentication means for authenticating the information process apparatus and 
generating a session key when the authentication means has successfully 
authenticated the information process apparatus (0122), 

first bus-encryption means for bus-encrypting the second encrypted key that has 
been encrypted and recorded on the record medium with the session key and 
transferring the bus- encrypted second encrypted key to the information process 
apparatus (0123), 

second bus-encryption means for bus-encrypting the third encrypted key with the 
session key and transferring the bus-encrypted third encrypted key to the information 
process apparatus (0123), 

bus-decryption means for bus-decrypting encrypted and bus-encrypted content 
information supplied from the information process apparatus (0141), and 

record means for recording the third encrypted key and the encrypted content 
information to the record medium (0064), and 

wherein the information process apparatus comprises: 

storage means for storing the first encrypted key (0138), 

authentication means for authenticating the record and reproduction apparatus 
and generating the session key when the authentication means has successfully 
authenticated the record and reproduction apparatus (0139), 

first bus-decryption means for bus-decrypting the bus-encrypted second 
encrypted key with the session key (0141), 
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decryption means for decrypting the second encrypted key with the first 
encrypted key (0140), 

second bus-decryption means for bus-decrypting the bus-encrypted third 
encrypted key with the session key (0141), 

decryption means for decrypting the third encrypted key with the second 
encrypted key (undoes the encryption in 0054), 

encryption means for encrypting the content information transferred to the record 
and reproduction apparatus with the third encryption (0127), and 

bus-encryption means for bus-encrypting the encrypted content information with 
the session key and sending the bus-encrypted content information to the record and 
reproduction apparatus (0127). 

As per claims 5, 33, 46, and 50, Nagai teaches an system, method, program, and 
computer readable medium that reads information from a record medium and records 
information thereto, and an information process apparatus to which the record and 
reproduction apparatus is connected through transfer means, content information being 
encrypted according to a content information encryption method using a first encrypted 
key managed by a management mechanism, a second encrypted key unique to the 
record medium, and a third encrypted key generated whenever information is recorded, 
the content information being recorded to the record medium, wherein the record and 
reproduction apparatus (0049-0050) comprises: 
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storage means for storing the first encrypted key (0055), 
second encrypted key generation means for generating the second encrypted 
key (0055), 

encryption means for encrypting the generated second encrypted key with the 
first encrypted key (0054), 

third encrypted key generation means for generating the third encrypted key 
(0050, 0054), 

encryption means for encrypting the third encrypted key with the generated 
second encrypted key (0054), 

authentication means for authenticating the information process apparatus and 
generating a session key when the authentication means has successfully 
authenticated the information process apparatus (0122), 

first bus-encryption means for bus-encrypting the second encrypted key with the 
session key and transferring the bus-encrypted second encrypted key to the information 
process apparatus (0123), 

second bus-encryption means for bus-encrypting the third encrypted key with the 
session key and transferring the bus-encrypted third encrypted key to the information 
process apparatus (0123), 

bus-decryption means for bus-decrypting the encrypted and bus-encrypted 
content information supplied from the information process apparatus (0141), and 
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record means for recording the second encrypted key, the third encrypted key, 
and the encrypted content information to the record medium (0064), and 
storage means for storing the first encrypted key (0138), 

authentication means for authenticating the record and reproduction apparatus 
and generating the session key when the authentication means has successfully 
authenticated the record and reproduction apparatus (0139), 

first bus-decryption means for bus-decrypting the bus-encrypted second 
encrypted key with the session key (0141), 

decryption means for decrypting the second encrypted key with the first 
encrypted key (0140), 

second bus-decryption means for bus-decrypting the bus-encrypted third 
encrypted key with the session key (0141), 

decryption means for decrypting the third encrypted key with the second 
encrypted key (undoes the encryption in 0054), 

encryption means for encrypting the content information transferred to the record 
and reproduction apparatus with the third encryption (0127), and 

bus-encryption means for bus-encrypting the encrypted content information with 
the session key and sending the bus-encrypted content information to the record and 
reproduction apparatus (0127). 

As per claims 9, 37, 47, and 51, Nagai teaches an system, method, program, and 
computer readable medium that reads information from a record medium and records 
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information thereto, and an information process apparatus to which the record and 
reproduction apparatus is connected through transfer means, content information being 
encrypted according to a content information encryption method using a first encrypted 
key managed by a management mechanism, a second encrypted key unique to the 
record medium, and a third encrypted key generated whenever information is recorded, 
the content information being recorded to the record medium, wherein the record and 
reproduction apparatus (0049-0050) comprises: 

storage means for storing the first encrypted key (0055), 

second encrypted key decryption means for reproducing the second encrypted 
key encrypted and recorded on the record medium and for decrypting the second 
encrypted key with the first encrypted key (0054), 

third encrypted key generation means for generating the third encrypted key 
(0050, 0054), 

encryption means for encrypting the third encrypted key with the decrypted 
second encrypted key (0054), 

authentication means for authenticating the information process apparatus and 
generating a session key when the authentication means has successfully 
authenticated the information process apparatus (0122), 

bus-decryption means for bus-decrypting the bus-encrypted content information 
supplied from the information process apparatus (0127), 

encryption means for encrypting the content information with the third encrypted 
key (0054, 0064), and 
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record means for recording the third encrypted key and the encrypted content 
information to the record medium (0064), and 

wherein the information process apparatus comprises: 

authentication means for authenticating the record and reproduction apparatus 
and generating the session key when the information process apparatus has 
successfully authenticated the record and reproduction apparatus (0139), and 

bus-encryption means for bus-encrypting content information transferred to the 
record and reproduction apparatus with the session key and sending the bus-encrypted 
content information to the record and reproduction apparatus (0127). 

As per claims 13, 41 , 48, and 52 Nagai teaches an system, method, program, 
and computer readable medium that reads information from a record medium and 
records information thereto, and an information process apparatus to which the record 
and reproduction apparatus is connected through transfer means, content information 
being encrypted according to a content information encryption method using a first 
encrypted key managed by a management mechanism, a second encrypted key unique 
to the record medium, and a third encrypted key generated whenever information is 
recorded, the content information being recorded to the record medium, wherein the 
record and reproduction apparatus (0049-0050) comprises: 

storage means for storing the first encrypted key (0055), 
second encrypted key generation means for generating the second encrypted 
key (0055), 
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encryption means for encrypting the generated second encrypted key with the 
first encrypted key (0054), 

third encrypted key generation means for generating the third encrypted key 
(0050, 0054), 

encryption means for encrypting the third encrypted key with the decrypted 
second encrypted key (0054), 

authentication means for authenticating the information process apparatus and 
generating a session key when the authentication means has successfully 
authenticated the information process apparatus (0122), 

bus-decryption means for bus-decrypting encrypted and bus-encrypted content 
information supplied from the information process apparatus (0141), and 

encryption means for encrypting the content information with the third encrypted 
key (0127), and 

record means for recording the second encrypted key, the third encrypted key, 
and the encrypted content information to the record medium (0055), and 

wherein the information process apparatus comprises: 

authentication means for authenticating the record and reproduction apparatus 
and generating the session key when the information process apparatus has 
successfully authenticated the record and reproduction apparatus (0139), and 

bus-encryption means for bus-encrypting content information transferred to the 
record and reproduction apparatus with the session key and sending the bus-encrypted 
content information to the record and reproduction apparatus (0127). 
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As per claim 17, Nagai teaches a record and reproduction apparatus [DVD drive] 
that is connected to an information process apparatus [CPU] that reads information from 
a record medium and records information thereto, content information being encrypted 
according to a content information encryption method using a first encrypted key 
[master key] managed by a management mechanism, a second encrypted key [disc 
key] unique to the record medium, and a third encrypted key [title key] generated 
whenever information is recorded, the content information being recorded to the record 
medium [DVD] (0049-0050), the record and reproduction apparatus comprises: 

storage means for storing the first encrypted key (0055), 

second encrypted key decryption means for reproducing the second encrypted 
key encrypted and recorded on the record medium and for decrypting the second 
encrypted key with the first encrypted key (0054), 

third encrypted key generation means for generating the third encrypted key 
(0050, 0054), 

encryption means for encrypting the third encrypted key with the decrypted 
second encrypted key (0054), 

authentication means for authenticating the information process apparatus and 
generating a session key when the authentication means has successfully 
authenticated the information process apparatus (0122), 

first bus-encryption means for bus-encrypting the second encrypted key that has 
been encrypted and recorded on the record medium with the session key and 
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transferring the bus- encrypted second encrypted key to the information process 
apparatus (0123), 

second bus-encryption means for bus-encrypting the third encrypted key with the 
session key and transferring the bus-encrypted third encrypted key to the information 
process apparatus (0123), 

bus-decryption means for bus-decrypting encrypted and bus-encrypted content 
information supplied from the information process apparatus (0141), and 

record means for recording the third encrypted key and the encrypted content 
information to the record medium (0064), 

wherein the encrypted and bus-encrypted content information is encrypted with 
the third encrypted key and the encrypted content information is bus-encrypted with the 
session key generated by the information process apparatus (0141). 

As per claim 20, Nagai teaches a record and reproduction apparatus that is 
connected to an information process apparatus through transfer means and that reads 
information from a record medium and records information thereto, content information 
being encrypted according to a content information encryption method using a first 
encrypted key managed by a management mechanism, a second encrypted key unique 
to the record medium, and a third encrypted key generated whenever information is 
recorded, the content information being recorded to the record medium (0049-0050), 
the record and reproduction apparatus comprising: 

storage means for storing the first encrypted key (0055), 
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second encrypted key generation means for generating the second encrypted 
key (0054), 

encryption means for encrypting the generated second encrypted key with the 
first encrypted key (0054), 

third encrypted key generation means for generating the third encrypted key 
(0050, 0054), 

encryption means for encrypting the third encrypted key with the decrypted 
second encrypted key (0054), 

authentication means for authenticating the information process apparatus and 
generating a session key when the authentication means has successfully 
authenticated the information process apparatus (0122), 

first bus-encryption means for bus-encrypting the second encrypted key that has 
been encrypted and recorded on the record medium with the session key and 
transferring the bus- encrypted second encrypted key to the information process 
apparatus (0123), 

second bus-encryption means for bus-encrypting the third encrypted key with the 
session key and transferring the bus-encrypted third encrypted key to the information 
process apparatus (0123), 

bus-decryption means for bus-decrypting encrypted and bus-encrypted content 
information supplied from the information process apparatus (0141), and 

record means for recording the third encrypted key and the encrypted content 
information to the record medium (0064), 
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wherein the encrypted and bus-encrypted content information is encrypted with 
the third encrypted key and the encrypted content information is bus-encrypted with the 
session key generated by the information process apparatus (0141). 

As per claim 23, Nagai teaches a record and reproduction apparatus that is 
connected to an information process apparatus through transfer means and that reads 
information from a record medium and records information thereto, content information 
being encrypted according to a content information encryption method using a first 
encrypted key managed by a management mechanism, a second encrypted key unique 
to the record medium, and a third encrypted key generated whenever information is 
recorded, the content information being recorded to the record medium (0049-0050), 
the record and reproduction apparatus comprising: 

storage means for storing the first encrypted key (0055), 
second encrypted key generation means for generating the second encrypted 
key (0055), 

encryption means for encrypting the generated second encrypted key with the 
first encrypted key (0054), 

third encrypted key generation means for generating the third encrypted key 
(0050, 0054), 

encryption means for encrypting the third encrypted key with the generated 
second encrypted key (0054), 
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authentication means for authenticating the information process apparatus and 
generating a session key when the authentication means has successfully 
authenticated the information process apparatus (0122), 

bus-decryption means for bus-decrypting encrypted and bus-encrypted content 
information supplied from the information process apparatus (0141), 

encryption means for encrypting the content information with the third encrypted 
key (0127), and 

record means for recording the second encrypted key, the third encrypted key, 
and the encrypted content information to the record medium (0055), 

wherein the bus-encrypted content information is the encrypted content 
information that has been bus-encrypted with the session key generated by the 
information process apparatus (0127). 

As per claim 26, Nagai teaches a record and reproduction apparatus that is 
connected to an information process apparatus through transfer means and that reads 
information from a record medium and records information thereto, content information 
being encrypted according to a content information encryption method using a first 
encrypted key managed by a management mechanism, a second encrypted key unique 
to the record medium, and a third encrypted key generated whenever information is 
recorded, the content information being recorded to the record medium (0049-0050), 
the record and reproduction apparatus comprising: 

storage means for storing the first encrypted key (0055), 
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second encrypted key decryption means for reproducing the second encrypted 
key encrypted and recorded on the record medium and for decrypting the second 
encrypted key with the first encrypted key (0054), 

third encrypted key generation means for generating the third encrypted key 
(0050, 0054), 

encryption means for encrypting the third encrypted key with the decrypted 
second encrypted key (0054), 

authentication means for authenticating the information process apparatus and 
generating a session key when the authentication means has successfully 
authenticated the information process apparatus (0122), 

bus-decryption means for bus-decrypting the encrypted and bus-encrypted 
content information supplied from the information process apparatus (0141) 
encryption means for encrypting the content information with the third encrypted key 
(0127), and 

record means for recording the second encrypted key, the third encrypted key, 
and the encrypted content information to the record medium (0055), 

wherein the bus-encrypted content information is the encrypted content 
information that has been bus-encrypted with the session key generated by the 
information process apparatus (0127). 

As per claims 2, 6,10,14,1 8, 21 , 24, 27, 30, 34, 38, and 42, Nagai teaches the 
authentication means of the record and reproduction apparatus and the authentication 
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means of the information process apparatus mix a random number transferred from the 
record and reproduction apparatus to the information process apparatus with 
information about a type of the record medium when the authentication means of the 
record and reproduction apparatus and the authentication means of the information 
process apparatus exchange the generated random number data there between (0124). 

As per claims 3, 7, 1 1 , 1 5, 31 , 35, 39, and 43, Nagai teaches the authentication 
means of the record and reproduction apparatus and the authentication means of the 
information process apparatus mix a random number transferred from the record and 
reproduction apparatus to the information process apparatus with information about 
copyright when the authentication means of the record and reproduction apparatus and 
the authentication means of the information process apparatus exchange the generated 
random number data there between (0124). 

As per claims 4, 12, 19, 25, 32, and 40, Nagai teaches a mask control means for 
the third encrypted key, wherein only when the authentication means of the record and 
reproduction apparatus and the authentication means of the information process 
apparatus have mutually and successfully authenticated each other, the third encrypted 
key can be written to the record medium (0127). 

As per claims 8, 16, 22, 28, 36, and 44, Nagai teaches first mask control means 
for the third encrypted key, and second mask control means for the second encrypted 
key, wherein only when the authentication means of the record and reproduction 
apparatus and the authentication means of the information process apparatus have 
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mutually and successfully authenticated each other, the third encrypted key and the 
second encrypted key can be written to the record medium (0127). 



Conclusion 

The prior art made of record and not relied upon is considered pertinent to applicant's 
disclosure is listed on the enclosed PTO-892 form. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to MICHAEL R. VAUGHAN whose telephone number is 
(571)270-7316. The examiner can normally be reached on Monday - Thursday, 7:30am 
- 5:00pm, EST. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Kim Vu can be reached on 571-272-3859. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 



/M. R. V./ 

Examiner, Art Unit 2431 
/Syed Zia/ 

Primary Examiner, Art Unit 2431 



